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"If Facebook were a country it would be the third largest behind
China and India."'
I. INTRODUCTION

Globalization and technology are in the process of transforming the
practice of law, and that transformation should and will lead to various
changes in attorney ethics and regulation. The new digital age is already
presenting new and complex situations for practicing lawyers and will
certainly bring new challenges for current law students by the time they
enter the profession. To that end, the American Bar Association (ABA)
authorized a full review of the Model Rules of Professional Conduct
(Model Rules) through its Ethics 20/20 Commission (Ethics 20/20).2
For example, Ethics 20/20 looked at the impact such changes in
technology have on confidentiality and how lawyers communicate with
their clients. 3 The commission proposed new language of Model Rule
1.6, providing for lawyers to take into account "reasonable precautions"
to protect confidentiality when utilizing increasingly popular
technological innovations, such as social media and document storage
data clouds.4 Next, it proposed amendments to Model Rule 1.1,
1. Rita Sufranek, The Emerging Role of Social Media in Politicaland Regime Change,
PROQUEST (Mar. 2012), http://www.csa.com/discoveryguides/socialmedia/review.pdf Interestingly, "Facebook has been banned in China since 2009, after the site was used by Zinjiang
independence activists to communicate during the Urumqi riots. Despite that ban, the site has an
increasing number of Chinese users, who accessed it using proxy services; last year, it was
estimated that 63.5 million Chinese users had joined the service illegally through that loophole.
Even if Chinese authorities don't relax their ban on the site, it's evident that China still could
help Facebook over the top." Graeme McMillan, If Facebook was a Country, It'd be Larger
than China in Three Years, DIGITAL TRENDS (Feb. 6, 2013), http://www.digitaltrends.
com/social-media/facebook-could-be-larger-than-china-in-three-years-time/#ixzz2bjJBloOO.
2. See generally ABA Commission on Ethics 20/20, ABA, http://www.Americanbar.org/
groups/professional responsibility/aba commission on ethics 20 20.html [hereinafter Ethics 20/20
Website] (last updated Feb. 6, 2013) (stating the impact of the ABA Commission on Ethics 20/20).
3. Id.
4. Joan C. Rogers, Ethics 20/20 Rule Changes Approved by ABA Delegates with Little
Opposition, BLOOMBERG BNA (Aug. 15, 2012), http://www.bna.com/ethics-2020-rule-nl2884
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encouraginq lawyers to stay abreast of the benefits and risks of
technology, and offered changes to Model Rule 4.4 encompassing
protections relating to the inadvertent transmission of data to third
parties, a common occurrence today.6 A number of other pending issues
and rules are addressed within the framework of the Ethics 20/20
project, including communications between lawyers and clients, and
forming attorney-client relationships through the use of social media,
attorney on-line advertising, and other mediums in the digital age.
In addition to the technological advances influencing lawyers, the
new digital age has also increased lawyers' ability to practice on a
global scale, thus creating new issues of professional responsibility and
malpractice. 7 Furthermore, Ethics 20/20 noted that outsourcing, only
one of the many aspects of the globalization evolution in the practice of
law, has become increasingly popular.8 More and more lawyers and law
firms are opening up practices on an international playing field, thus
exposing themselves to endless new, complex, and alternative ethical
situations and regulations, as well as malpractice claims.9
The ABA has recently approved the changes and modifications to
the Model Rules of Professional Conduct proposed by Ethics 20/20, and
911245/; ABA Commission on Ethics 20/20, Report to the House of Delegates Resolution 105F
Revised (Aug. 6, 2012), http://www.americanbar.org/groups/professional-responsibility/aba
commissiononethics_20_20/houseof delegates filings.html.
5. Rogers, supra note 4; ABA Commission on Ethics 20/20 Report to the House of
Delegates Resolution 105C, ABA 2 (Aug. 6, 2012), http://www.americanbar.org/groups/
professional responsibility/aba commission on ethics 20 20/house of delegates filings.html.
6. Rogers, supra note 4; ABA Commission on Ethics 20/20, Report to the House of
Delegates, Resolution 105A Revised (Aug. 6, 2012), http://www.americanbar.org/groups/
professional responsibility/aba commission on ethics_20_20/house of delegates filings.html.
7. See Vincent R. Johnson & Stephen C. Loomis, Malpractice Liability Related to
Foreign Outsourcing ofLegal Services, 2 ST. MARY'S J. LEGAL MAL. & ETHICs 262, 275 (2012)
(explaining that outsourcing various aspects of legal work to service providers located in foreign
jurisdictions has numerous potential malpractice implications for American lawyers and law
firms). "For purposes of malpractice liability, little turns upon whether a client's grievance
arises form a legal or a non-legal task because lawyers have a duty to exercise reasonable care in
all aspects of the representation of clients." Id. at 277.
8. ABA Commission on Ethics 20/20, ABA House of Delegates Filings: Introduction
and Overview (May 7, 2012), http://www.americanbar.org/content/dam/aba/administrative/
ethics_2020/20120508 ethics_20 20_final hod introdution and overview report.authcheckda
m.pdf [hereinafter Introduction and Overview].
9. See Jordana Hausman, Who's Afraid of the Virtual Lawyers? The Role of Legal
Ethics in the Growth and Regulation of Virtual Law Offices, 25 GEO. J. LEGAL ETHICs 575, 587
(2012). Virtual law offices may employ "virtual paralegals" with operations at a separate
location or "even outsource such service outside of the United States to locations like India to
decrease operating costs. . . . This can create some apparent difficulty, requiring greater
diligence on the part of the supervising lawyer when her supervisee is out of eyesight and
earshot." Id. See also Johnson & Loomis, supra note 7; Peter Geraghty, Ethical Considerations
on Outsourcing Legal Services, N.J. LAw. 35-40 (Dec. 2011).
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as such, the revisions are now final and will soon become applicable to
law practice. Accordingly, practicing attorneys and law students must
be made aware of the ethical implications of the increased technological
and globalized reality of law practice in order to succeed in their
professional journey. It is our professional responsibility as legal
educators to stay current on all of these developments and to incorporate
these issues into our required Professional Responsibility course. This
Article argues that in addition to being aware of all these developments
in the legal profession and being responsible for incorporating them into
the law school curriculum, legal educators have to give these
developments special thought and attention, thus making them a central
aspect of the course in order to prepare law students for ethical law
practice in the digital era. Part II addresses the changing atmosphere in
our society and the practice of law that came as a result of numerous
technological advancements and globalization. Part III outlines the
recently accepted amendments to the Model Rules of Professional
Conduct brought forth by Ethics 20/20 in response to these ongoing
changes and advancements. Part IV discusses the influence of these and
other new developments in today's law practice, and the implications it
has on practicing lawyers and law students. Lawyers can no longer
safely practice law the "old way," and students and practitioners have
no choice but to get on board with the new legal environment and
regulation.
II. GLOBALIZATION AND TECHNOLOGY ARE TRANSFORMING THE
PRACTICE OF LAW AND THAT TRANSFORMATION IS ALREADY
LEADING TO THE CHANGES IN ATTORNEY ETHICS AND REGULATION

A. The DigitalEra PresentsNew and Complex
Circumstancesfor Society
Advances in globalization and technology have impacted the very
characterization of society. It is well-known that the "impact of
technological expansion and convergence is immense." 10 In fact, today
"people across the world have endless opportunities and possibilities to
communicate and get connected." 1 Society is inextricably linked to the
evolution of the new digital era. "Our new sharing industry-led by
Facebook, Twitter, Google, YouTube, Foursquare, blogs and new
services launched every day-is premised on an innate human desire to
10. Digital Age and Society: Issues, Challenges and Opportunities, ME'KoNo
(Feb. 22, 2012), http://me-kono.eulconferences/digital-age-society-issues-challenges-opportuni
ties [hereinafter Digital Age and Society].
11. Id.
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connect." 1 2 The new media is constantly affecting and changinwg the
"way people perceive, reflect, react and interact with each other."' This
impact is especially obvious in the spheres of education, political
engagement, and the delineation of privacy.
1. Education
A recent study suggests that digital technology is having a mixed
effect on children in the classroom. Some teachers find it difficult to
compete with the new and engaging nature of technology. They argue
that it has become increasingly difficult to keep students interested and
focused on classroom presentations that lack the interactive and fastpaced nature of technology used by children today.' 5 What is more, a
growing body of research indicates that increased exposure to
technology "is actually wiring the brain in ways very different than in
previous generations."' 6 Other teachers welcome the introduction of
technology, not only the educational software and applications, but also
video conferencing to collaborate with other classrooms and assigning
blog posts as writing assignments.17 The challenge becomes whether
educators should stand by tried and true methods or consider developing
new teaching methodologies that incorporate technology to compliment
how children use digital devices.' 8
Technology has become increasingly available to students in middle12. Julia Angwin, How Much Should People Worry About the Loss of Online Privacy?,
WALL ST. J., (Nov. 15, 2011), http://online.wsj.com/article/SB100014240529702041907045
77024262567105738.html.
13. Digital Age and Society, supra note 10.
14. Matt Richtel, Technology Changing How Students Learn, Teachers Say, N.Y. TIMES
(Nov. 17, 2012), http://www.nytimes.com/2012/11/01/education/technology-is-changing-howstudents-leam-teachers-say.html?pagewanted=all&_r-0.
15. Id.
16. Jim Taylor, How Technology is Changing the Way Children Think and Focus,
PSYCHOLOGY TODAY, THE POWER OF PRIME (Dec. 4, 2012), http://www.psychologytoday.

com/blog/the-power-prime/201212/how-technology-is-changing-the-way-children-think-and-fo
cus.
17. See Holly Clark, 5 Amazing Ways to Collaborate with Another Class, EDUDEMIC
(July 22, 2013), http://www.edudemic.com/2013/07/5-amazing-ways-to-collaborate-with-anoth
er-class/.
18. Richtel, supra note 14. While 71% of the 685 teachers surveyed suggested that
technology has in some form hindered attention span, some teachers consider advances in
technology something that can enhance student learning. Id. For example, the Internet has made
students more proficient researchers but has also increased the desire to give up when quick
answers prove evasive. Id. In turn, teachers spend more time tutoring students on how to
problem solve. Id. While some refuse to adjust their techniques, one teacher noted "educational
video games and digital presentations were excellent ways to engage students on their terms"
and that once engaged, "they were just as able to solve problems and be creative as they had
been in the past." Id.
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income countries, allowing teachers to expose children to vital
curriculum in a new digital way.19 One author argues that increased
access to educational technology will result in improved economies.20
Using these technologies, teachers are able to take virtual tours of
museums and theaters around the world and utilize interactive games
and lessons, all with the idea of bringing educational benefits.21
However, the increased use of these educational platforms comes at a
cost, as local and traditional identity are being left behind in the wake of
a globalized culture. 22
The very purpose of education is preparation for future challenges.
Competence in new technology is "imperative in today's workforce." 23
Technology has facilitated the broad dissemination of information with
ease and speed.24 Education is crucial to anticipating changes and
successfully performing in the new digital era. 2 5 The basic premise of
education comes up short when students are "deprived of what are
rapidly becoming basic tools of future economic survival."2 6 What is
more, the varied application and irregular use of new technology "has

19. Louise Harris, The GlobalizationofEducation Through Technology: Valid on Whose
Terms?, N. AFRICA POST (Mar. 31, 2013), http://northafricapost.com/3192-the-globalization-ofeducation-through-technology-valid-on-whose-terms.html.
Globalization is generally viewed as the inevitable solution to many of the
world's inequality issues, especially where access to education and educational
resources are concerned. Technology as a facilitator of educational equity
through increased access to education and educational resources is also viewed
as an inevitable leveler of the proverbial global playing field.
Id.
20. See id. "With the use of technology in middle-income countries, including many
North African and Asian countries on the rise, it is expected that better education opportunities
through globalization, leading to improved economies, are bound to follow." Id.
21. Id.
22. Id. "The very notion of globalization through technology is creating a divide between
not only those lucky few who have technology and those who have not, but also between those
who hold Western values and wish to perpetuate hegemony and those who have other value
systems." Id. As one educator notes, "[tihe solution may be to promote the use of appropriate,
nationally and internationally relevant content through available technology to students in the
classroom to counteract their exposure to westernization (aka globalization) via social media"
instead of ignoring or abandoning these national and ethnic identities altogether. Id "The very
notion of globalization through technology is creating a divide between not only those lucky few
who have technology and those who have not, but also between those who hold Western values
and wish to perpetuate hegemony and those who have other value systems." Id.
23. Jesse Langley, The Benefit and Danger ofEducation Technology, EDUDEMIC (Oct.
28, 2011), http://www.edudemic.com/low-income-edtech/.
24. See Digital Age and Society, supra note 10.
25. See Langley, supra note 23.
26. Id.
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created a 'digital divide' in the society instead of a 'digital dividend."' 27
As such, "educating the next generation as they're coming online young
and fast is going to be important regardless of what kind of society it
is."2 8 Because of the brisk pace of change, it is critical that educators
stay ahead of the transformations and adapt teaching methods that cater
to new learning styles.
2. Political Engagement
Americans use social networking and instant-communication sites
like Twitter, among other reasons, to promote political perspectivesencouraging people to vote, post their own comments on political or
social issues, and follow elected officials and potential candidates for
office. 29 While the Internet has made it increasingly easy to connect
with other voters who agree with one politically, 30 it has also led to an
27. Digital Age and Society, supra note 10.
28. Google Execs Talk Privacy, Security in 'The New Digital Age,' NPR: ALL TECH
CONSIDERED (Apr. 22, 2013, 12:45 PM), http://www.npr.org/blogs/alltechconsidered/2013/04/
[hereinafter
22/178424347/google-execs-talk-privacy-and-security-in-the-new-digital-age
Google Execs Talk Privacy].
29. Lee Rainie et al., Social Media and Political Engagement, PEW INTERNET (Oct. 19,
http://pewinternet.org/Reports/2012/Political-engagement/Summary-of-Findings.aspx
2012),
("Some 60% of American adults use either social networking sites like Facebook or Twitter, and
a new survey by the Pew Research Center's Internet & American Life Project finds that 66% of
those social media users-or 39% of all American adults-have done at least one of eight civic
or political activities with social media."). More specifically,
38% of those who use social networking sites (SNS) or Twitter use those social
media to "like" or promote material related to politics or social issues that
others have posted. . . . 35% of social media users have used the tools to

encouragepeople to vote. . . . 34% of social media users have used the tools to
post their own thoughts or comments on politicaland social issues. .. . 33% of
social media users have used the tools to repost content related to political or
social issues that was originally posted by someone else. . . . 31% of social
media users have used the tools to encourage otherpeople to take action on a
politicalor social issuethat is important to them. . . . 28% of social media users
have used the tools to post links to politicalstories or articles for others to read.
. . . 21% of those who use SNS or Twitter belong to a group on a social
networking site that is involved in political or social issues, or that is working
to advance a cause.. .. 20% of social media users have used the tools to follow
elected officials and candidatesfor office.
Id. (emphasis added).
30. Aaron Smith, Attitudes Toward the Internet's Impact on Politics, PEW INTERNET
(Mar. 17, 2011), http://pewinternet.org/Reports/201 1/The-Internet-and-Campaign-2010/Section4/Attitudes-towards-the-impact-of-the-internet-on-politics.aspx. Just over 55% of internet users
find that the internet increases exposure to and the influence of those with extreme political
viewpoints. More interestingly, 56% of online adults find it difficult to determine the truth or
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increased access to diverging political information and opportunity for
persuasion.31 Internationally, new communication media has had a
striking impact on political discourse. 32 For example, sites such as
Facebook, Twitter, YouTube, and mainstream media played an
important role on a range of political actions (protest, revolution and
civil organization) in Middle Eastern countries in and around 2011.
Clearly, one of the major characteristics making this form of
communication popular is how easily and inexpensively people can
connect to each other through these services. 34 Social media enhances
coordination by "'shared awareness,' the ability of each member of a
group to not only understand the situation at hand, but also understand
that everyone else does too." 35 Additionally, "[s]ocial media lowers
traditional socio-economic barriers to commanding the spotlight. You
don't have to 'be somebody' to 'be somebody' on social media." 36
However, accelerating the pace of popular movements, mass
communication coupled with the capacity to deliver celebrity status may
have simultaneously thwarted the ultimate success of political
uprisings. 3 7 "These revolutions now happen so fast that they're
falsity of political material read online or through social media sources. Only 22% of online
political users say that the online information encouraged them to vote one way or another,
while a slightly larger 35% reported that their exposure to online political information led them
to vote against a candidate. Id
31. Id.
When asked whether the internet has made it easier to connect with others who
share their own political views, 54% of online Americans agree that it has ...
Even as a majority of Americans feel that the internet has generally helped
them connect with others, a similar number also believe that the internet has
increased the influence of extreme views in the political debate.
Id.
32. See Safranek, supra note 1. For example, when loyalists in the Philippine Congress
voted to set aside key evidence against then President Joseph Estrada, thousands of angry
Filipinos converged on the city center to protest the decision. Id. Analysts report that close to
seven million text messages were sent that week. Id This shocked the country's legislators into
reversing course and allowing the evidence. Id. See also Alex Kantrowitz, Social Media and
Istanbul's Protests: Four Things You Need to Know, FORBES (June 19, 2013, 5:41 PM),
http://www.forbes.com/sites/alexkantrowitz/2013/06/19/social-media-and-istanbuls-protests-fou
r-things-you-need-to-know.
33. Safranek, supra note 1. During periods of revolt or protest, it is often difficult for
people to get reliable coverage of demonstrations. See Kantrowitz, supra note 32. Turkish
people employed Twitter, Facebook, and Live Streams to follow current activity and plan larger
demonstrations within the city during protests in Istanbul. Id.
34. See Safranek, supra note 1.
35. Id.
36. Id.
37. Google Execs Say 'The Power of Information is Underrated,' NPR: ALL TECH
CONSIDERED (Apr. 23, 2013, 1:23 PM), http://www.npr.org/blogs/alltechconsidered/2013/04/
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producing an abundance of celebrities, but those individuals, while
well-known, don't necessarily have the leadership traininp. They're not
necessarily able to run for office, win, and then deliver." 3 Furthermore,
critics argue that "[s]ocial networks are effective at increasing
participation by lessening the level of motivation that participation
requires." 39 While this often results in successful protests and
information dissemination concerning revolutionary opinion, many
activist groups lack the subsequent structure and steadfastness to
effectuate a successful regime change following the fall of the current
government. 40 Thus, "technology can be useful for getting into the
street, which is a tactic, but at the end of the day, no revolution can
succeed without having new leaders, new faces, and institutions that can
deliver in a way that is better than the previous government." 4 1
3. Privacy
With the enhanced capability of society's individual members to
share and interact with a broadening audience, the parameters of
personal privacy are an ongoing debate. Many participants unknowingly
relay information to third parties while availing themselves of digital
age comforts, unaware of the range of activities and interests that are
tracked, collected, and stored.4 "What we're seeing is, in one
generation, we're going from a very small number of people having
access to information, to almost everyone having access to the entire
world's information. That will change almost everything." 43 Parents are
advised that the "online privacy talk" is "relevant years before it's
relevant to talk about the birds and the bees."4 Children today will find
an accumulation of things they have said and done gather over time.4 5
"We'll all, of course, deal with that as a society and there will be a
change in social mores. But the fact of the matter is that our generation
never had this problem." 46 The novel idea of data permanencemeaning everything done online never gets deleted-and the creation of
digital dossiers is an inescapable reality of the new digital era. 47 As the
cost of collecting, storing, and evaluating information is radically
23/178620215/google-execs-say-the-power-of-information-is-underrated.
38. Id.
39. Safranek, supra note 1.
40. See id.
41. Google Execs Say 'The Power ofInformation is Underated,' supra note 37.
42. See Angwin, supra note 12.
43. Google Execs Talk Privacy,supra note 28.
44. Id.
45. Id.
46. Id.
47. See id
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decreasing, redefining the boundaries of privacy is inevitable. 4 8
The security of the information compiled and the potential for harm
if it is exposed is of particular importance. 49 Free content and services
often come with the price of giving up one's own private data.50 "Many
of the dangers posed by digital dossiers do not occur regularly, but are
incredibly destructive to people's lives when they do.

. .

. [m]uch more

common are the harms of identity theft or public embarrassment." 5'
With very few companies ensuring the security of personal data, privacy
advocates warn of the unavoidable and distressing hazard of private
information being inadvertently transmitted.5 2 In contrast, others argue
that the anxiety associated with data collection and privacy is actually
growinq pains of a society frantically trying to keep up with the pace of
change. Historically, innovation is met with fear of the unknown.54
Attempts at privacy regulation may prove ineffective in addition to
having unintended consequences.
"It's tempting, in that first
uncomfortable moment when new technology starts to shrink our old
sense of privacy, to ask for new laws to protect us from change. But
these laws won't really stop change. And in the long run, they can do a
lot of damage." 56 Legislation may have the unintended consequence of
restricting the legitimate use of new media, stifling critical exposure to
and participation in society.57 What's more, in the new era where
information sharing is critical, privacy regulation opponents warn that
restricted access comes at the detrimental expense of a "less-informed
populace."58
As technological innovations continue to alter the manner in which
information is collected, it is undisputed that all data collectors have "a
huge responsibility to maintain . . . information, keep it under . . .
48.
49.
50.
51.
52.

See Angwin, supra note 12.
See id.
Id.
Id.
Id.
Even when companies follow best practices-and few do-it is impossible to
be completely secure. The personal data collected by these firms is like toxic
waste-eventually, there will be an accident that will be impossible to clean up,
leaving those whose data has spewed all over the Internet to bear the full costs
of the breach.

Id.
53.
54.
55.
56.
57.
58.

See id.
See id.
Id.
Id.
See id.
Id.
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control and not misuse it." 59 Society cannot separate itself from the
continuous developments taking place in the new digital age. 60
Education is vital to anticipating changes and successfully functioning
in the information era. An argument can be made that society must
now engage in a cost benefit analysis, balancing the familiar comfort of
privacy with the exciting convenience of the new digital age. 62
B. The DigitalEraPresents New Challengesfor Professionals
"Technology has and continues to revolutionize society as a whole"
and that, in turn, leads to revolutionizing various arenas thereby creating
new standards and challenges for professionals in various fields,
ranging from medicine and banking to the practice of law.63 For
example, the healthcare industry is experiencing a number of significant
changes due to the creation of electronically held medical records, and
"electronic records in general will become an increasingly important
area for generations of future lawyers and medical practitioners alike." 64
1. Medicine
An increasing number of people are accessing medical information
online in an effort to not only explore symptoms, but also to learn about
new treatment options.65 Hospitals and healthcare facilities are
frequently using social media to speak directly to patients concerning
practices, awareness campaigns, and outreach programs.66 Doctors in
different parts of the world use "telemedicine" to consult expert
practitioners on diagnosing and treating conditions without having to
move the patient.67 Further, patients are able to instantly communicate
59. Google Execs Talk Privacy,supra note 28.
60. See Digital Age and Society, supra note 10.
61. See Langley, supra note 23.
62. See Angwin, supra note 12.
63. Susan R. Gering, Note, Electronic Health Records: How to Avoid Digital Disaster,
16 MICH. ST. U. J. MED. & L. 297, 316 (2012).
64. Id.
65. Alyson Krueger, 6 Ways Technology is Improving Healthcare, Bus. INSIDER (Dec.
20, 2010, 9:33 AM), http://www.business insider.com/6-ways-technology-is-improving-health
care-2010-12?op=1 ("According to the Pew Internet and American Life Project, in a 2004
survey of 8 million seniors who use the internet, only 66% said they searched healthcare
information online. In 2009 24 million Americans reported the same.").
66. Id. "Healthcare facilities, particularly hospitals, are using social media to establish
contact with patients, answer questions about practices, launch public awareness campaigns, and
perform community outreach." Id.
67. Id.
Technology has also enabled doctors to use e-mail, texts, videos, and
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with nurses and physicians directly and ask them questions through
instant chat. 68 Medical sites may offer vaccine and test reminders to
patients via text message.69 Patient medical history and treatment plans
are electronically recorded in a main database, resulting in more
efficient care.70 Doctors and analysts are able to more easily access
patient data and use that information to detect trends in disease and
sickness, improving research and making healthcare treatment even
more effective. 7 ' The use of electronic health records also promises to
make it easier for patients to access and understand their own
information and treatment protocols.72
On the other hand, electronic medical records create the problem of
reconciling diverging duties owed to patients. 73 Medical personnel have
the duty to keep confidential information private, but they also have the
seemingly incompatible duty to keep such information readily
accessible and updated.7 4 While efficient, consolidating information by
conference facilities to consult colleagues from all over the world. This
practice, known as telemedicine, is especially useful for doctors and patients in
rural and under-developed areas. Without moving patients, doctors can consult
experts from all over the world to diagnose, treat, and research conditions
without needing access to a sophisticated hospital.
Id
68.
medical
69.
70.
71.

Id. "Some sophisticated sites even offer instant chats with nurses and doctors about
issues and reminders for people to get regularly needed tests and vaccines." Id.
Id.
Id.
Id.
By analyzing health information that users search for online, search engines
such as Google have been able to accurately predict medical trends such as flu
outbreaks. . . . This breakthrough will help medical experts respond to
outbreaks quickly as well as take preventative measures. And as more and more
people use the web to search for their own medical problems, these internet
giants will have even more information to apply to scientific studies.

Id.
72.

Id.
Nurses and doctors use hand-held computers to record a patent's medical
history and check that they are administering the correct treatment. Results of
lab tests, records of vital signs, and medicine orders are all electronically put
into a main database that can be referred to later. And as more institutions are
adopting electronic health records, patients have easier access to their own
information so they too can understand what is being done to them.

Id.
73.
74.

See Gering, supra note 63, at 307.
See id. at 309.
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storing it electronically creates a new frontier of security risks to
confront. "One breach could mean not only a catastrophic compromise
of a patient's confidential information, but it would undoubtedy
eliminate the trust necessary for a patient-physician relationship.'
Breaches of confidential information have already resulted from the
failure to execute security measures in access to employee laptops and
the disposal of old computers. 76 There are many entities and individuals
who would seek to use leaked personal information for immoral or
reprehensible purposes.n Such entities may include:
[E]mployers who wish to hire and retain the healthiest
employees, lenders and other businesses with a stake in
individuals' financial futures, . . . drug companies that wish to

influence

doctors'

prescribing

decisions,

advertisers

and

marketers who wish to tailor their material, . . . health insurers
making eligibility and premium rate decisions, . . . and even

educational institutions that might wish to recruit and accept
students with the greatest potential for success and longevity....
[I]t could also become increasingly appealing to blackmailers and
other criminals.78
Additionally, as more medical facilities make the transition from
paper to electronic records, medical personnel must maintain the duty of
care owed to patients by keeping both paper and electronic records
available and updated.7 9 As the availability and use of electronic records
expands, a new standard of care may be emerging.8 0
2. Banking
Another example of a tremendous change brought by technology
involves the field of banking. Up to now, mobile banking, developments
in confidential communication, and tablet banking have been advancing
and becoming increasingly popular options. To that end, banks are
now seeking to consolidate infrastructures to create more user friendly
and manageable systems.8 2 Mobile banking once consisted of online
75. Id.
76. See id. at 310.
77. See id at 310-11.
78. Id.
79. See id.at 309-ll.
80. See id. at 312.
81. Bryan Yurcan, 8 Bank Technology Trends That Will Shape the Industry in 2012,
BANK SYSTEMS & TECH. (Jan. 3, 2012), http://www.banktech.com/management-strategies/8bank-technology-trends-that-will-shape/232300804?pgno=2.
82. Id.
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banking models converted into a mobile application. 83 Now, banks
utilize the mobile channel by creating applications that take advantage
of its unique capabilities. 84 More specifically, banks are merging the
technology used to serve both the online and mobile channels in order
to instantly sync mobile devices with online channels.85 This creation of
integration systems would allow the banking industry to better manage
customer data collected from both online and mobile banking
technologies.86
Although these developments are typically viewed as advances, they
come with increased security risks due to the sensitive nature of each
application's content.8 7 As more people use mobile banking
applications, mobile devices increasingly will become the target of
hackers. To mitigate security threats, banks are employing the new
technology to communicate with customers. 89 Today, many banks
choose to use message centers that offer a secure portal for
communication of sensitive information between a bank and its
customers, instead of emails that can be easily intercepted. 90 As such,
the use of mobile security alerts and mobile authentication for
transactions is on the rise to facilitate fraud detection and prevention.91
C. The DigitalEra PresentsNew Challengesfor PracticingLawyers
The two types of clients that attorneys encountered in the past,
"those using technology and those not using technology," no longer
exist.92 Today, "[1]egal advice and information about legal services are
increasingly communicated through electronic media-including texts,
podcasts, blogs, tweets, and Web Sites-reaching easily across
jurisdictional lines, both domestically and globally."9 In fact, "doing
things 'the old way' is no longer an option" 94 because technological
advances such as "[r]emote access to one's office, reliance on smart
phones to share data, email and social media to communicate with
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
Lawyers
omitted).
93.
94.

Id.
Id.
See id.
See id.
Id.
Id.
Id.
Id.
See id.
Joseph Jacobson & Robert A. "Tony" Ray, Ethics Compliance Pushes Senior
into Canyon of Technological Divide, 76 TEx. B.J. 123, 124 (2013) (emphasis
ABA Commission on Ethics 20/20, supra note 8.
Jacobson & Ray, supra note 92.
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clients, other emerging technologies to conduct overseas cloud-based
outsourcing, or operate virtual law offices have transformed the
mechanics of practicing law." 95 Thus, use of technology has already
become a permanent part of law practice, and according to Professor
Charles Adams of University of Tulsa Law School, "Technology use
[for attorneys] is [now] a matter of competency." 96
The use of technology has raised numerous professional liability and
exposure issues to be considered by today's lawyers as they are working
on adjusting to the new practice environment. Simply put by one author,
"if you do not have any uneasiness about technology, then you do not
understand technology, privacy, and confidentiality issues. . . ."" Not

only is this a local concern, but "[p]rivacy and confidentiality are
significant issues in the rest of the world," 9 8 with a number of countries
seeking to "maintain data privacy protection even after the data leaves
control of a company in that country." 99 Needless to say, the use of
technology brings "reasonable fear" concerning possible privacy and
confidentiality violations.' 00
To that end, the ABA took the lead on behalf of the profession in
examining critical issues pertaining to the overlap between recent
developments in technology and legal ethics. The existing language of
various Model Rules, as well as Comments to those rules, needed to be
revised in order to accommodate for technological developments that
are affecting and influencing today's law practice. As Professor Stephen
Gillers stated, the "purpose is to suggest how the work of devising the
rules, not the content of a specific rule, might be improved," 10 ' thereby
providing a framework for potentially adjusting the existing general
principles of legal ethics to the current challenges created by the use of
electronic developments in this digital age. In an effort to further
understand this complex process, Professor Gillers posed the following
question: "What is the responsibility of the profession itself when,
through its various institutions and especially bar associations, it asks
courts or (less often) lawmakers or agencies to adopt particular rules
governing the conduct of lawyers?"' 0 2
As such, the ABA appointed the Ethics 20/20 Commission that has
completed a full review of the Model Rules of Professional Conduct and
95. Jon M. Garon, Technology Requires Reboot of Professionalism and Ethics for
Practitioners,16 J. INTERNET L. 3, 3 (2012).
96. Id.
97. Jacobson & Ray, supra note 92 ("Technological isolation hampers success.").
98. Id. (citation omitted).
99. Id.
100. Id.
101. Stephen Gillers, How to Make Rules for Lawyers: The ProfessionalResponsibility of
the Legal Profession,40 PEPP. L. REv. 365, 366 (2013).
102. Id.
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proposed a number of revisions to the Model Rules.1 03 Such revisions
have now become final,104 and once these changes are adopted by
states, 0 5 members of each state bar will become responsible for
understanding and implementing these newly revised provisions.
According to Ethics 20/20, the "continued push toward the delivery of
legal services online affects the legal profession across the board, from
solos to large firms, and affects our clients' expectations." 06 Thus, the
issue is "no longer whether to engage in online communications, but
rather how to do so in a manner that addresses the ethical considerations
of the profession." 0 7 Most important, "the starting point has not
changed" 0 8 because the development of technology should not and
does not change the core ethical values of the legal profession, but
rather it is critical to formulate where these new technological
developments test the boundaries of ethical practice and how these
conflicts are to be resolved. "Ethics compliance is not addressed to law
firms or government, but to each individual lawyer-that means you
[the practitioner]." 09 Certainly, that will mean law students when they
graduate, join their local bar and become practitioners. Their law
"license will depend on it." 10

103. See ABA Commission on Ethics 20/20, supra note 2.
104. See id.
105. The Model Rules have largely been codified by private bar associations and enforced
through the state courts, rather than through state legislatures. See MONROE H. FREEDMAN &
ABBE SMITH, UNDERSTANDING LAWYER'S ETHICS 2 (4th ed. 2010).
Before a code or rule of ethical conduct can be enforced against a lawyer, it
must be adopted by the jurisdiction in which the lawyer is practicing. A private
bar association can criticize a lawyer who acts contrary to its rules, and can
expel the lawyer from membership in the organization, but it cannot affect the
lawyer's status as a member of the bar.
Id. at 2 n.1. See Nathan M. Crystal, Ethics Watch: The Year in Review, S.C. LAW., Jan. 2013, at
8, for a South Carolina Perspective on the proposed changes by Ethics 20/20.
106. Garon, supra note 95.
107. Id.
108. Id.
109. Jacobson & Ray, supra note 92.
110. Id. at 125; see also FREEDMAN & SMITH, supra note 105, at 3 (noting the rules are
designed to keep out those individuals whom the association does not want, rather than to keep
current members straight.).
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III. AMERICAN BAR ASSOCIATION ETHICS 20/20 COMMISSION
COMPLETED A FULL REVIEW OF THE MODEL RULES OF
PROFESSIONAL RESPONSIBILITY AND PROPOSED
SEVERAL CHANGESIl

A. Ethics 20/20 Project-Backgroundand History
"The ABA Commission on Ethics was created by then ABA
President Carolyn B. Lamm to perform a thorough review of the ABA
Model Rules of Professional Conduct and the U.S. system of lawyer
regulation in the context of advances in technology and global legal
practice developments."ll 2 The Commission's purpose was to study the
"impact of technology and globalization on the practice of law and the
structure for regulating U.S. lawyers."" 3 The Commission conducted a
three-year study of "how globalization and technology are transforming
the practice of law and how the re ulation of lawyers should be updated
in light of those developments."" At the conclusion of the review, the
Commission presented its determinations to the ABA and
recommendations were then made in two phases: the first occurred in
August 2012 and the next took place in February 2013."ts
This effort was the second biggest project of its kind involving an indepth approach to understandinF the effect of technological
developments on the practice of law. 6 Prior to the establishment of the
Ethics 20/20, the ABA's last global review occurred in 2002 ("Ethics
2000 Commission")." 7 In 2002, the Ethics 20/20's initial assessment of
111.
Just as the ABA Commission on Ethics 20/20 is winding down its review of the
association's Model Rules of Professional Conduct, another entity is gearing up
to take a comprehensive look at the model rules for Lawyer Disciplinary
Enforcement.. . . The two sets of model rules serve as bookends for the ABA's
guidance to states on the substance and procedure of their professional conduct
system for lawyers.
ABA Commission on Ethics 20/20, supra note 8.
112. Id.
113. James Podgers, Ethics 20/20 Commission Proposes Revisions to Rules on
Outsourcing, Mobility, Confidentiality, A.B.A. J. (May 9, 2012, 9:15 AM), http://www.aba
joumal.com/news/article/ethics 20_20_commissionoutsourcing-mobility confidentiality/.
114. Introduction and Overview, supra note 8, at 1.
115. See Ethics 20/20 Website, supra note 2.
116. This effort, however, may lead to a chain of various significant professional
developments for lawyers in terms of ethical practice in the new digital world. See supra text
accompanying note 110. James Podgers, A New Look: ABA Plans First Comprehensive Review
ofDisciplinaryEnforcement Rules in 20 Years, A.B.A. J.(Nov. 2012).
117. See Introduction and Overview, supra note 8, at 1. "Seemingly every time one turns
around, the legal profession and its regulators are facing new questions, new issues, and new
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the Model Rules and related ABA policies was based on the following
principles: (1) protecting the public; (2) preserving the core professional
values of the American legal profession; and (3 maintaining a strong,
independent, and self-regulated profession."
"The Commission's
objective has been to develop recommendations that respond to a
rapidly changing legal marketplace while preserving the legal
profession's core values."ll 9 The establishment of the Ethics 20/20
occurred in light of technology and globalization transforming the
practice of law in ways the profession could not have anticipated in
2002.120 The Commission's final recommendations can be boiled down
to two important trends:
"[T]echnology has irrevocably changed and continues to alter the
practice of law in fundamental ways." Therefore, "[1]awyers must
understand technology in order to provide clients with the competent
and cost-effective services that they expect and deserve."l21
"[G]lobalization continues to transform the legal marketplace, with
more clients confronting legal problems that cross jurisdictional lines
and more lawyers needing to respond to those clients' needs by crossing
borders (including or virtually) and relocating to new jurisdictions." 2 2
ABA's House of Delegates then convened on August 8, 2012 to vote
on a number of agenda items, including resolutions from ABA
Commission on Ethics 20/20 covering changes to the Model Rules on
issues of lawyer mobility, legal process outsourcing, and maintaining
client confidences.1 23 The Commission then asked for feedback on
various proposed recommendations that were up for approval by the
House of Delegates in February 2013.124 The proposed changes were
approved and are now final revisions to the Model Rules.125 The
specific areas that were at the core of the recommended (and now
ratified) revisions involve various ethical issues resulting from the
development of technology and globalization on law practice and the
profession. 2 6

pressures-in short, new challenges." Laurel S. Terry et al., Trends and Challenges in Lawyer
Regulation: The Impact of Globalization and Technology, 80 FORDHAM L. REV. 2661, 2661
(2012).
118. See Introduction and Overview, supra note 8, at 1.
119. Id. at 13.
120. Id. at 1.
121.

Id. at 3.

122.
123.
124.
125.
126.

Id.
See Podgers, supra note 113.
See Ethics 20/20 Website, supra note 2.
Id.
See id.
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B. Ethics 20/20 ProposedChanges Relating to Technology
1. Confidentiality
Practicing lawyers have always faced dilemmas on how to properly
guard their clients' confidential information.1 27 In today's digital world,
confidentiality issues, as well as other professional dilemmas, however,
become more overwhelming since factual scenarios and legal
complications are frequently more complex than what existed in the
past. 28 For example, due to the "lack of uniformity in the ethics rules of
different states and countries, lawyers involved in interstate or
international representations often face uncertainty regarding with
which state's or country's ethics rules to comply."' 2 9 Thus, lawyers
practicing routinely "across state and national borders . . . face

uncertainties due to the potential applicability of several states' or
countries' ethics rules for the same conduct."' 3 One author argues, "it
is time to embrace federal legislation, whether through the creation of a
uniform choice-of-law rule, or through a uniform ethics code, as a way
to increase predictability and certainty in the legal profession."'31
In its review of the ethical issues pertaining to confidentiality that
resulted from the development of technology, Ethics 20/20 Commission
focused on the new challenges in the lawyer's duty to protect
confidentiality by separately tackling challenges with current, past and
prospective clients. The Commission specifically addressed how these
new developments affect attorney-client communications, client
development, and attorney advertising, proposing a number of specific
revisions to the Model Rules of Professional Conduct that would offer
127. See Jonathan M. Weiss, The Need for Federal Solutions to Interstate and
International Ethics Conflicts: A Case Study in Confidentiality, 11 J. INT'L. Bus. & L. 1, 1
(2012) (discussing how confidentiality is impacted by the lack of uniformity in the ethics rules
of different states and countries).
128. See Joel M. Pores, Ethically Speaking: Social Networking and the Ethical Duty of
Confidentiality, 55 ORANGE COUNTY LAW. 38, 38 (2013) ("The troublesome area for most
lawyers networking socially who love to share war stories is the concept and definition of what
is a 'secret."'); Stephanie L. Kimbro, Regulatory Barriers to the Growth of Multiurisdictional
Virtual Law Firms and Potential First Steps to Their Removal, 13 N.C. J.L. & TECH. 165, 16568 (2012) (highlighting the ethical issues posed by the increased use in cloud computing and
"the sharing of data with third parties not associated with the law firm"); Hausman, supra note
9, at 584-86 (highlighting the security concerns surrounding confidentiality in virtual law
offices).
129. Weiss, supra note 127.
130. Id. at 2, 4.
131. Id. at 5. The author further argues that the challenge cannot be resolved because a
"major difference in substantive ethics laws, which can pose a dilemma to international lawyers,
... cannot be solved by the United States' government mandating procedural and substantive
uniformity." Id. at 43.
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practitioners guidance on how to approach these new scenarios. 132
Specifically, proposed changes to Model Rule 1.6 address a lawyer's
duty to safeguard electronically stored information and are meant to
clarify a lawyer's "ethical obligation to make reasonable.efforts" in
preventing inadvertent disclosures.' 3 3
A number of other pending issues and rules are addressed within the
framework of the Ethics 20/20 project, including communications
between lawyers and clients, forming attorney-client relationships in the
digital age and through the use of social media, on-line advertisement,
and other critical scenarios.
a. Model Rule 1.6: Safeguarding Information
To begin with, the Commission proposed new language of Model
Rule 1.6, providing for lawyers to take into account "reasonable
precautions" to protect confidentiality' 34 "when utilizing the
increasingly popular technological innovations, such as social media
and document storage data clouds." 3 5 The new language provided in
paragraph (c)136 and Comment 16 to Model Rule 1.6' is meant to
clarify a lawyer's duty to "take reasonable measures to protect a client's
confidential information from inadvertent" or unauthorized disclosures

132. See Pores, supra note 128. In fact, the challenging instances often come down to
inadvertent situation, (i.e., the "troublesome area for most lawyers networking socially who love
to share war stories is the concept and definition of what is a 'secret."'). Id.
133. ABA Commission on Ethics 20/20, available at http://www.americanbar.org/content/
dam/aba/administrative/ethics 2020/2012 hod annual meeting_105a_filed may 2012.authche
ckdam.pdf. See MODEL RULES OF PROF'L CONDUCT R. 1.6 cmt. 17 [hereinafter Report 105A].
134. MODEL RULES OF PROF'L CONDUCT R. 1.6 (emphasis added).

135. Id.
136. The ABA adopted a new Rule 1.6(c), which requires that "[a] lawyer shall make
reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized
access to, information relating to the representation of a client." See also Garon, supranote 95.
137.
Paragraph (b) permits disclosure only to the extent the lawyer reasonably
believes the disclosure is necessary to accomplish one of the purposes
specified. Where practicable, the lawyer should first seek to persuade the client
to take suitable action to obviate the need for disclosure. In any case, a
disclosure adverse to the client's interest should be no greater than the lawyer
reasonably believes necessary to accomplish the purpose. If the disclosure will
be made in connection with a judicial proceeding, the disclosure should be
made in a manner that limits access to the information to the tribunal or other
persons having a need to know it and appropriate protective orders or other
arrangements should be sought by the lawyer to the fullest extent practicable.
MODEL RULES OF PROF'L CONDUCT R.

1.6 cmt. 16.
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while unauthorized access exists "regardless of the medium used."138
"While this duty has existed under the prior rules, the modifications
make clear that this affirmative duty extends to data privacy, security,
and reliability."' 39
In addition, the Commission proposed the creation of a regularly
updated and easy-to-use website that would provide timely and ongoing
guidance for lawyers on the use of "commonly encountered
technology." 40 "[L]awyers cannot guarantee electronic security any
more than they can guarantee the physical security of documents stored
in a file cabinet or offsite storage facility."' 4 1 The Commission made it
clear that no ethical violation exists when confidential information is
"disclosed or accessed inadvertently or without authority." 42 As such,
the proposed changes are certainly not intended to put lawyers in a
position to "achieve the unattainable,"' 43 but rather, the modifications
identify a number of factors that lawyers should consider when
determining whether precautions and practices comply with the
"reasonableness" requirement established by the Model Rules.144
Overall, the Commission's aim was that the amended Model Rule
1.6, combined with the ongoing guidance available through the website,
would "ensure that lawyers understand their ethical obligations to
protect client confidences in a digital age and give them sufficient
guidance to fulfill that obligation."' 4 5 According to one scholar,
however, "[b]y tethering a lawyer's ethical duties to an ever-shifting,
fact-specific legal standard, the Committee virtually guaranteed that
every new trend or innovation in technology would rock the bar." 46
b. Data Storage
Client confidentiality concerns in the digital age raise various issues
138. Report 105A, supra note 133, at 8 (emphasis added).
139. Garon, supranote 95.
140. Introduction and Overview, supra note 8, at 8.
141. Id.
142. Id. But see Shellie Stephens, Going Google: Your Practice, The Cloud, and the ABA
Commission on Ethics 20/20, 2011 U. ILL. J.L. TECH. & POL'Y 237, 242 (2011) (referring to the
new comment 17 to Rule 1.6 as "unfortunately now problematic" and discussing the arguable
confusion it creates in terms of what type of electronic data storage is appropriate under the
Model Rules).
143. Introduction and Overview, supra note 8, at 8.
144. Id.
145. Id.
146. Stephens, supra note 142 (citation omitted). See also James Podgers, Threat of
Cyberattacks must be Recognized and Responded to, ABA President Urges Lawyers, A.B.A. J.
(Feb. 1, 2013, 2:50 AM), http://www.abajournal.com/magazine/article/aba-president-laurel
bellowsurgeslawyers to recognize respond-to the thre/ (providing other reasons to support
the necessity for safeguarding client confidential information in a technologically altered world).
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pertaining to proper electronic data storage 47 when "[d]ata storage and
access is occurring increasingly online, and sometimes exclusively
online, as society moves its data to online service providers and utilizes
free or inexpensive online software applications."l 48 These newly
emerging issues, such as a lawyer's responsibility related to cloud
computing, create uncertainty and concerns among practitioners.14 9 For
example, cloud technology offers "infinite electronic data-storage
capacity, as well as cost savings for physical storage space and labor
costs to manage files."' 5 0 However, ethical issues arise with lawyers
retaining "the services of third parties to store and maintain client
information."15 '
The ABA's new direction towards Model Rule 1.6 clearly reinstates
the importance of a long-established "reasonable expectation principle"
and attempts to provide additional and more specific guidance on an
ongoing basis. However, some scholars and practitioners are concerned
that the ABA approach still lacks the appropriate specificity' 52 and
147. See Stephens, supra note 142, at 237 (discussing society's move towards cloud
computing and the impact on Model Rule 1.6, Comment 17 regarding confidentiality and the
duty of care with safe transmission modes for client data and addressing whether a reasonable
expectation of privacy exists with new technology). See also Larry N. Zimmerman, Cloud
Computing Ethics Summary, 81 J. KAN. B. Ass'N 13, 13 (2012) (discussing legal ethics of cloud
computing and proposed changes to Model Rule 1.6 and the modification to a comment for Rule
1.1).
148. Stephens, supra note 142, at 238 (citing John B. Horrigan, PEW RESEARCH CENTER
(Sept. 12, 2008), http://pewresearch.org/pubs/948/cloud-computing-gains-in-currency). "Even
though the amount of information we are accessing and accumulating is increasing, there is less
need for local storage or personal computers with cavernous hard drives." Id. (citation omitted).
149. See Zimmerman, supra note 147. Thirteen states have "waded into the issue and
provided formal ethics opinions related specifically to the cloud." Id. These opinions provide
guidance on using cloud services: (1) "Notify clients about use of cloud services"; (2) Prior to
utilizing cloud services, "[slecure express written approval of clients for highly sensitive
information"; (3) Know how the data will be stored and secured; (4) Confirm there is "an
enforceable confidentiality agreement providing real teeth to protect firm and clients"; (5)
"Require vendor disclosures of data breeches, regardless of origin"; (6) "Use . . . proper
understanding of best practices for the technology"; (7) "Conduct a periodic review of a
provider's agreements, notices, and services"; (8) Consult with someone with "expertise and
understanding of any needs peculiar to legal services"; (9) "Plan for and address how to secure
unfettered access to data throughout service outages"; (10) "Be aware of any information which
would be required by law to be retained in paper format . . ." Id.
150. Vanessa S. Browne-Barbour, A Fork in the Road: The Intersection of Virtual Law
Practiceand Social Media, 52 WASHBURN L.J. 267, 270 (2013).
15 1. Id.
152. See Louise Lark Hill, CloudNine or Cloud Nein? Cloud Computing andits Impact on
Lawyer's Ethical ObligationsandPrivilegedCommunications, J. PROF. LAW. 120 (2013).
While changes were suggested, and approved, for Model Rule 1.1, 1.6 and 5.3,
no changes were suggested to Model Rule 1.15. Considering the fact that the
lawyer's role is shaped by forces other than the Model Rules, such as by court
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"creates needless worry among members of the bar that they must either
forego utilization of cloud computing resources or operate as early
adopters of, and experts in, technology and security measures, [while]
[n]either should be necessary or desirable."l 5 3
Similar criticisms have a long-term history pertaining to legal ethics
rules in general.1 54 It is very difficult, if not impossible, to anticipate
every single issue that may come up in one's pursuit of ethical law
practice, and many times, it is a matter of applying a general principle to
specific fact patterns. The ABA's guidance is appropriate when it is
working to extend a general principle to all means of communications,
offering ongoing updates on current factual scenarios, raising these
issues, and demonstrating how they are resolved. Of course, it is then up
to the state bar associations to provide additional clarification, should
they choose to do so, through their own working of the rules and bar
opinions contemplating and addressing various scenarios.
c. Model Rule 4.4: Inadvertent Transmission of Information in the
Digital Age, Specifically Metadata
Model Rule 4.4 ("Respect for Rights of Third Persons"), and
applicable comments, address a "lawyer's obligations when in receipt of
inadvertently disclosed 'documents,' a word that has left lawyers with
limited guidance when they receive inadvertently sent electronic
information." 5 5 "Today, information can be created and stored in such
a plethora of ways that the chance of disclosing something privileged by
mistake is even greater." 56
rules, statutes and ethics opinions, the Commission felt in some instances there
were Rules where no special language needed to be added to remind lawyers
how they would be applicable to outsourcing practices. The Commission felt
that Model Rule 1.15, on Safekeeping Property, was one of these rules.
However, to help lawyers understand their obligations to protect client
information in this digital environment, Ethics 20/20 also proposed that the
ABA create and maintain a website that would provide lawyers with specific
and timely guidance on technology that lawyers commonly encounter.
Id.
153. Stephens, supra note 146, at 245 (arguing the ABA needs to initiate a discussion and
provide proper guidance to allow attorneys to ethically and safely implement electronic cloud
computing into their practice).
154. See Kimbro, supra note 128, at 167 ("Many times, the rules themselves are vague or
not updated to reflect the realties of cloud computing and ecommerce."); see also FREEDMAN &
SMiTH, supra note 105, at 6-7 ("Some of the ABA's difficulties in drafting coherent rules reflect
a reluctance to make hard decisions on matters that raise image problems.").
155. Introduction and Overview, supra note 8, at 9.
156. Gering, supra note 63, at 305 (addressing the issues of electronic discovery and
metadata issues specifically pertaining to medical records). Today the "digitization of electronic
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In order to clarify "this important ambiguity," the Commission
proposed to add specific language to the rule, explaining,
"[E]lectronically stored information, in addition to information existing
in paper form, can trigger Rule 4.4(b)'s notification requirements if the
lawyer concludes that the information was inadvertently sent."' 5 7
Moreover, the Commission further defined the "phrase 'inadvertently
sent' in Comment [2] to help lawyers understand when the notification
obligations in Rule 4.4(b) arise, including when they receive metadata
that was inadvertently sent in an electronic document."'
It is the
Commission's view that these additions and new definitions pertaining
to Rule 4.4 "provide more guidance to lawyers who now regularly
receive misdirected information, particularly information contained in
electronic form."l 59
2. Client Development
a. Model Rule 1.18: Attorney-Prospective Client Relationship
The Commission acknowledged that "[w]hen a lawyer's first
substantive contact with a potential client was face-to-face, it was
relatively easy to determine when a communication gave rise to a
prospective client-lawyer relationship." 60 Today, a relationship
between attorney and client can arise in a number of ways including
when the initial contact occurs through a lawyer's website, a blog or
through social media, such as when a lawyer uses his "social
networking page to provide advice to 'friends.""61 Similar to other
technology-created ambiguities, the issue of "when electronic
communications give rise to a prospective client-lawyer relationship"
required additional clarification by the Commission.162 Te
Commission decided to accomplish this goal by incorporating new
amendments and comments into Model Rule 1.18 163 ("Duties to
Prospective Client"' 64)
1C
s
Rule 1.18 referred to a "discussion"
that, the Commission
records" in "access to data dependent on electronic records and the abundant use of computers
in healthcare" industry raises "concern for invasion of privacy and identity theft." Id. at 297.
157. Introduction and Overview, supra note 8, at 9.
158. Id.
159. Id.
160. Id. at 9-10.
161. Id. at 10.
162. Id.
163. Id.
164. See MODEL RULES OF PROF'L CONDUCT R. 1.18. The new language adopted by the

ABA broadens the applicability of the model rule.
165. Id.
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perceived, "implies a two-way verbal exchange (e.g., an in-person
meeting or telephone conversation), and does not capture the idea that
Internet-based communications can, in some situations, give rise to a
prospective client relationship." 66 In order to incorporate the possibility
of attorney-client communications facilitated through technology, the
Commission proposed to replace "discusses" with "consults" and, in
addition, to include new Comment language that specifically identifies
the circumstances when a "consultation" triggers one's duties under
Rule 1.18.167 To that end, the Commission added the wording
"electronically stored information"' 68 and provided a definition of the
meaning and usage in Comment [2] to the Rule.' 69 A further
clarification to this term was provided in a different section of the
Rules, stating that the new term incorporates, "paper documents, email
and other forms of electronically stored information, including
electronic documents and the data contained in those documents
(commonly referred to as 'metadata').",170 According to the
Commission, such amendments "help lawyers identify the precautions
that they should take to prevent the inadvertent creation of a prospective
client-lawyer relationship in a digital age and help the public understand
the consequences of communicating electronically with a lawyer."' 7
Moreover, the new comment also intended to clarify that a "person who
communicates with a lawyer to disqualify that lawyer from a matter is
not a prospective client."'
b. Model Rule 7.2: Advertising and Website Development
It logically follows that the boundaries of attorney advertising also
create issues in terms of the application of new technology and what is
appriopriate when advertising through electronic media in the digital
age.
The Commission focused on specifically addressing and
166.

INTRODUCTION AND OVERVIEW, supra note 8, at 10.

167.
168.

Id.
Id.

169.

See MODEL RULES OF PROF'L CONDUCT R. 1.18 cmt. 2.

170. Id. R. 4.4 cmt. 2.
171. Introduction and Overview, supra note 8, at 10.
172. Id. See also Department:Ethics Opinion: Formal Opinion No. 525: EthicalDuties of
Lawyers in Connection with Adverse Comments Publishedby a Former Client, 35 L.A. LAW. 32
(Dec. 6, 2012) (Los Angeles County Bar Association Professional Responsibility and Ethics
Committee) (addressing whether and, if so, how an attorney may respond to a former client's
adverse public comments about the attorney, when the former client has not disclosed any
confidential information . ).
173. For a discussion of common mistakes lawyers make that can present ethical
problems, see generally Sharon D. Nelson & John W. Simek, Common Ethical Pifalls of
Digital Marketing: What to Know Before Taking the Plunge into LinkedIn, Facebook, Twitter,
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amending Model Rule 7.2 (Advertising).1 74 According to the
Commission, the "confusion arises out of the prohibition against paying
others for a 'recommendation.""' 7 5 Initially, Model Rule 7.2
(Advertising) was designed to prohibit attorneys from "paying others such as 'runners' or 'cappers' - to recommend them." 7 6 The
Commission's proposal explains how the restriction can be applied to
up-to-date forms of client development and advertising, "clarifying that
a recommendation occurs when someone endorses or vouches for a
lawyer's credentials, abilities, competence, character, or other
professional qualities." 7 7 This particular definition, along with the
newly added wording in Comment [5], is "intended to ensure that the
public is not misled when lawyers use tools such as pay-per-click and
pay-per-lead services, and that the restrictions on fee sharing with nonlawyers are observed." 7 8
c. Model Rule 7.3: Solicitation of Clients
In a further attempt to address the application of new technology in
the digital age and what is acceptable when advertising through
electronic media, the Commission clarified the meaning of "solicitation
of prospective clients" by creating amendments to both the title and text
of Model Rule 7.3 (formerly "Direct Contact with Prospective
Clients")179 and its comments. Rule 7.3, now entitled "Solicitation of
Clients" removes specific references to "prospective client" within the
language of rule, thus broadening the rules applicability. Further, the
revisions seek to align the rule with technological advances enabling
lawyers to have almost instantaneous connections to potential clients
through mediums not contemplated when the rule was last revised.
Specifically, the Commission clarified when a "lawyer's online
communications constitute the type of direct 'solicitations' that are
governed by the Rule."' 8 0 For example, the amended language in
Comment [1] to Model Rule 7.3 states, "advertisements automatically
generated in response to a person's internet searches about legal issues
are not 'solicitations."" 8 '
and Lawyer Referral Websites, 35-WTR FAM. ADVOC. 24 (2013) (discussing the issues lawyers
have with online advertising and the changes made to Model Rules 7.1-7.5 in August 2012 by
the ABA).
174.

See MODEL RULES OF PROF'L CONDUCT R. 7.2.

175.
176.
177.
178.

Introduction and Overview, supra note 8, at 10.
Id.
Id.
Id.

179.

See MODEL RULES OF PROF'L CONDUCT R. 7.3 (2013).

180.
181.

Introduction and Overview, supra note 8, at 10.
Id.
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d. Rule 1.1: Risks of Technology
In an effort to continue advising lawyers on ethical practice in the
new millennium, the Commission also proposed amendments to Model
Rule 1.1 that strive to encourage lawyers to stay abreast of the benefits
and risks of technology. Model Rule 1.1 specifically states that a
"lawyer has a duty to maintain competent representation to a client."' 82
The model rule further provides that "[c]ompetent representation
requires the legal knowledge, skill, thoroughness and preparation
reasonably necessary for the representation." 83 The Commission
revised Comment [6] to Model Rule 1.1 to reflect its "forward thinking
stance towards technology."' 84 The newly created language of the
Comment now reads: "[t]o maintain the requisite knowledge and skill, a
lawyer should keep abreast of changes in the law and its practice
including benefits and risk associated with technology . . . ."
Additionally, the new comments specifically identify the "factors that
lawyers need to consider when retaining lawyers outside the firm to
assist on a matter, including that they will contribute to the competent
and ethical representation of the client."l 86 The Comment also provides
that, "ordinarily, a lawyer should obtain a client's informed consent
before retaining non-firm lawyers to assist on a client's matter." 18 7
C. Ethics 20/20 ProposedChanges Relating to Globalization
Given the tremendous growth of "international trade of goods and
services and the movement of individuals across borders, it should come
as no surprise that there also has been a dramatic increase in the amount
of international trade in legal services."
For instance, in 2003 alone,
"U.S. statistics show $3.37 billion in outbound U.S. legal services trade
and $879 million in inbound U.S. legal services trade." 89 In addition,
182.

MODEL RULES OF PROF'L CONDUCT R. 1.1 (2010).

183.
184.

Id.
Gering, supra note 63, at 305.

185. ABA COMMISSION ON ETHICS 20/20 REVISED PROPOSAL, TECHNOLOGY AND
CONFIDENTIALITY RESOLUTION (2011), available at http://www.americanbar.org/content/dam/

aba/administrative/ethics_2020/20110919_ethics_2020 technology_andconfidentialityrevised
resolution andreportposting.authcheckdam.pdf.
186. Introduction and Overview, supra note 8, at 12.
187. Id.
188. Laurel S. Terry, Centennial Universal Congress of Lawyers Conference: Lawyers
and Jurists in the 21st Century: U.S. Legal Ethics: The Coming of Age of Global And
Comparative Perspectives, 4 WASH. U. GLOBAL STUD. L. REv. 463, 493 (2005) (taking a
historical look at 100 years of change in comparative law and ethics).
189. Id.
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the new digital era has increased lawyers' ability to practice on a global
scale, thus leading to new issues of professional responsibility and
malpractice. Although multi-jurisdictional practice has been examined
by the ABA in the past,190 recently created technological advances have
resulted in new successes and challenges in the legal profession
involving outsourcing and multijurisdictional practice, as well as virtual
law firms. The current "geo-centric basis" for licensing lawyers
"requires a lawyer who has an office in a jurisdiction, other than
temporarily, to be licensed by it or have some other authority to practice
there."'91 According to Professor Gillers, "[t]echnolo
may be on a
collision course with the geo-centric regulatory model."
1. Outsourcing and Multijurisdictional Practice
Today, many lawyers and law firms are opening up practices on an
international playing field, thus exposing themselves to a plethora of
new, complex and alternative ethical situationsl93 and regulations, as
well as malpractice claims.' 94 Many arguments have been made for
globalization of law practice to make it easier for lawyers to practice
across-the-border on both national and international levels,' 9 5 with some
190. See id. (discussing the ABA MJP Commission and its final report and nine
recommendations that were adopted as final). Those recommendations
included: a reaffirmation of the principle of state judicial regulation of lawyers;
a recommendation for a revision of the ABA Model Rule of Professional
Conduct 5.5 to provide "safe harbors" for certain kinds of multijurisdictional
practice; a reaffirmation of the ABA Model Rule Respecting [Foreign] Legal
Consultants; and a recommendation of a new model rule allowing temporary
practice by foreign lawyers under certain conditions. The foreign lawyer
temporary practice model rule was similar to, but more narrow than, the
conditions in Rule 5.5.
Id. (citations omitted).
191. Gillers, supra note 101, at 413.
192. Id.
193. See Geraghty, supra note 9 (although written prior to the August 2012 changes to the
ABA Model Rules, provides some good background on this issues with outsourcing that could
lead to ethical dilemmas). See also Kimbro, supra note 128 (discussing the facilitation of
outsourcing for multijurisdictional virtual law firm practices and the ethical issues it raises.).
194. See Johnson & Loomis, supra note 7, at 269. "When American clients represented by
American lawyers are harmed by errors or other misconduct related to what is often called
foreign 'legal process outsourcing,' they may seek to hold their American lawyers accountable.
In many instances, it is easier for a client to sue and collect a judgment from a domestic law firm
than to secure redress from a foreign outsourcing provider." Id.
195. See Kimbro, supra note 128, at 165-66 (discussing the increases in technology
allowing for the international and multijurisdictional growth of law firms resulting in the need
for new regulations.).
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authors advocating for federalization of attorney regulation.' 96
In today's legal environment, many firms sometimes find it more
advantageous to hire foreign lawyers due to their international
experience and exposure.' 9 7 Likewise, foreign law firms send their
lawyers to the United States to study and practice directly within the
American legal framework.198 With this being said, it has become
increasingly difficult to navigate the process of applying for nonimmigrant visas. 199 While this is currently the case, increasing
globalization and the need for lawyers with foreign experience will
likely press governments to adapt better policies as it concerns attorney
immigration. However, these barriers still remain and are unlikely to
be removed in the near future.
As only one of the.many aspects of the globalization evolution in the
practice of law, Ethics 20/20 noted that outsourcing has become
increasingly popular.2 0 1 The "number of state and local bar association
ethics opinions and law review articles that have been written on
outsourcing and the commission's deliberations on the topic" 202
emphasize the fact that "outsourcing has become an important issue to
the legal profession." 203 The ABA Standing Committee on Ethics and
Professional Responsibility addressed "Lawyer's Obligations When
Outsourcing Legal and Non-legal Support Services," clearly expressing
that outsourcing is appropriate and helps reduce costs of legal services
to clients. 204 The foreign lawyer is still subject to the competence
requirement under Model Rule 1.1, and is responsible for proper
supervision of lawyers and non-lawyers pursuant to Rules 5.1 and
5.3.205

196. See Weiss, supra note 127, at 37, 38.
197. Gregory Siskind, The Globalization of American Law Firms: A Quick Guide to
Attorney Immigration (Jan. 2012), available at http://www.americanbar.org/publications/
lawjpractice-today home/lawjpractice todayarchive/januaryl2/the-globalization-of-ameri
can-law-firms-a-quick-guide-to-attorney-immigration.html.
198. Id.
199. Id.
200. Id.
201. Introduction and Overview, supra note 8, at 12 ("increasingly outsourcing legal and
law-related work, both domestically and offshore. In 2008, the ABA Standing Committee on
Ethics and Professional Responsibility issued an opinion that provides guidance to lawyers
about how to outsource ethically and in a manner that is consistent with the profession's core
values." Id. (citation omitted). State and local bar associations also have offered guidance in this
area.). Id. (citation omitted).
202. Geraghty, supra note 9, at 39.
203. Id.
204. ABA Comm. on Ethics & Prof I Responsibility, Formal Op. 451 (2008).
205. Id. See also Geraghty, supra note 9, at 35, 36.
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a. Practice Pending Admission/Admission by Motion
The Commission also offered recommendations for amending the
ABA Model Rule for Admission related to a motion to reduce the "time
in practice" requirement.206 Specifically, the
new model rule enables a lawyer who has been engaged in active
law practice for at least three of the previous five years to
establish a law office or other systematic or continuous presence
in a new jurisdiction for up to one year while pursuing admission
there through a procedure such as admission by motion or taking
the bar exam.20 7
b. Model Rule 1.1: Competency in Outsourcing
The Commission proposed new language to be added to applicable
comments to Model Rule 1.1 ("Competence"),2 08 identifying the
"factors that lawyers need to consider when retaining lawyers outside
the firm to assist on a matter, including that they will contribute to the
competent and ethical representation of the client." 209 Moreover, the
new Comment 6 specifically states that, ordinarily, a "lawyer should
obtain a client's informed consent before retaining non-firm lawyers to
assist on a client's matter." 210
c. Model Rule 5.3: Non-Lawyer Responsibility
The Commission also proposed amendments to both the title of
Model Rule 5.3 and its comments. The revisions underscore that
lawyers have a dual obligation to make reasonable efforts to ensure that
non-lawyers outside the firm provide their services in a manner that is
compatible with the lawyer's own professional obligations and to give
appropriate instructions to non-lawyers outside the firm when retaining
or directing those non-lawyers. Additionally, the changes affirm that
lawyers must make responsible efforts to ensure outsourcing is
conducted in amanner compatible with ethical obligations, including the
lawyer's obligation to protect client information.2 1 1
206.

Rogers, supra note 4. See also REPORT TO THE HOUSE OF DELEGATES RESOLUTION

105D (Aug. 6, 2012) (Revisions to allow for a lawyer who has been engaged in active practice
for three of the last five years to provide legal services in a new jurisdiction for up to one year.).
207. Id.
208.

MODEL RULES OF PROF'L CONDUCT R. 1.1 (2010).

209. Introduction and Overview, supra note 8, at 12.
210.

MODEL RULES OF PROF'L CONDUCT R. 1.1 cmt. 6 (2010).

211.

Id. R.5.3.
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d. Model Rule 5.5: Unauthorized Practice of Law
Model Rule 5.5 addresses the unauthorized practice of law and
multijurisdictional practice. It specifically states:
(a) A lawyer shall not practice law in a jurisdiction in violation of
the regulation of the legal profession in that jurisdiction, or assist
another in doing so.
(b) A lawyer who is not admitted to practice in this jurisdiction
shall not: (1) except as authorized by these Rules or other law,
establish an office or other systematic and continuous presence in
this jurisdiction for the practice of law; or (2) hold out to the
public or otherwise represent that the lawyer is admitted to
practice law in this jurisdiction.
(c) A lawyer admitted in another United States jurisdiction, and
not disbarred or suspended from practice in any jurisdiction, may
provide legal services on a temporary basis in this jurisdiction
that: (1) are undertaken in association with a lawyer who is
admitted to practice in this jurisdiction and who actively
participates in the matter; (2) are in or reasonably related to a
pending or potential proceeding before a tribunal in this or
another jurisdiction, if the lawyer, or a person the lawyer is
assisting, is authorized by law or order to appear in such
proceeding or reasonably expects to be so authorized; (3) are in
or reasonably related to a pending or potential arbitration,
mediation, or other alternative dispute resolution proceeding in
this or another jurisdiction, if the services arise out of or are
reasonably related to the lawyer's practice in a jurisdiction in
which the lawyer is admitted to practice and are not services for
which the forum requires pro hac vice admission; or (4) are not
within paragraphs (c)(2) or (c)(3) and arise out of or are
reasonably related to the lawyer's practice in a jurisdiction in
which the lawyer is admitted to practice.
(d) A lawyer admitted in another United States jurisdiction, and
not disbarred or suspended from practice in any jurisdiction, may
provide legal services through an office or other systematic and
continuous presence in this jurisdiction that: (1) are provided to
the lawyer's employer or its organizational affiliates and are not
services for which the forum requires pro hac vice admission; or
(2) are services that the lawyer is authorized by federal or other
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law or rule to provide in this jurisdiction. 2 12
In sum, lawyers cannot outsource their services if it constitutes the
unauthorized practice of law. 2 13 To make that clear, the Commission
proposed amending Comment 1 to Rule 5.5 to specifically state that
"lawyers cannot engage in outsourcing in a manner that would facilitate
the unauthorized practice of law." 214
In fact, it would be safe to treat the work of the outsourcing entity as
non-lawyer assistance thus limiting the lawyer's responsibilities to those
of a supervisor established under Model Rule 5.3.
2. Virtual Law Firms
"Changing technology and the economic downturn make virtual
practice an increasingly feasible and desirable option for both lawyers
and their clients." 215 Virtual law firms differ from traditional ones by
maintaining their presence over the internet rather than maintaining
their offices in a physical facility. While attorneys practicing virtually
may sometimes "appear like traditional practitioners, for example by
using shared meeting spaces or receptionist services to interact with
clients," 216 they seem reluctant to provide a physical address unless it is
required by the state for the purpose of serving process. 2 17 However,
most common marketing materials reference a Uniform Resource
Locator location or a P.O. Box, instead of using a traditional address. 2 18
Virtual law firms deliver legal services via the internet by using a
"secure online portal."2 1 9 Obviously, a practitioner's ability to operate
from any geographic location and within applicable time zones
increases flexibility at tremendous cost savings, allowing this law firm
model to become a viable and attractive option for small law firms and
solo practitioners.220 The virtual law firm model may even be
considered by medium and large law firms as the number of virtual law
offices is steadily increasing.2 "Virtual legal practice is here to stay,
212. Id. R.5.5.
213. Rogers, supra note 4.
214. Introduction and Overview, supra note 8, at 12.
215. Hausman, supra note 9, at 586 (defining the parameters of a virtual law office and the
discussing its possible ethical implications). See also Kimbro, supra note 128, at 165 (discussing
technological advances creating a global community and how Ethics 20/20 is looking for
practical solutions and offers background on the greater issues of "virtual law firms").
216. Hausman, supranote 9, at 577 (citation omitted).
217. Id. at 578.
218. Id.
219. Id.
220.

See id.

221.

NEW YORK STATE BAR ASSOCIATION, REPORT OF THE TASK FORCE ON THE FuTuRE OF
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and it is likely that it will account for a small, if steadily growing,
segment of the legal profession going forward." 222
This new arrangement, however, also faces accompanying
challenges in ethical law practice and client confidentiality. As an
example, virtual law offices
maintain security through the use of unique client user names and
passwords to access the virtual office. The website uses end-toend encryption to protect the security of client documents, and
client communications are accessible through the portal. In
setting up a virtual office, attorneys must make sure that (1) the
website is secure; (2) the website features a disclaimer stating
practice limitations; (3) the public area of the site has a terms and
conditions statement explaining services and when a lawyerclient relationship is established; (4) the client accepts a clear
retainer agreement; (5) online payment of legal fees complies
with applicable state rules; and (6) client confidences are
protected. This multitude of concerns faced by new virtual
practitioners is further complicated by the differing ways some
states deal with [virtual law offices] when determining
compliance with the state's ethical rules.2 23
Moreover, this type of arrangement may also subject attorneys to
opening themselves up to accusations of unauthorized practice of law
and ethical violations pertaining to multijurisdictional practices.
Thus, "taking a good first step in the right direction,, 2 24 the Ethics
20/20 Commission recently evaluated how issues such as
communications and confidentiality, including particular instances of
client development and advertising, present critical hurdles to the virtual
law practice setting. The Ethics 20/20 Commission anticipated and
specifically addressed issues inherent in virtual representation when it
proposed revisions and amendments to Model Rule 5.5. One author,
however, believes that these proposed revisions are "unlikely to go far
enough to fully encompass the impact of virtual practice on the nature
of the legal profession." 225

THE LEGAL PROFESSION 104 (Apr. 2011) available at http://www.nysba.org/AM/Template.cfm?

Section TaskForceonthe Futureof the Legal ProfessionHome&Template=/CM/Conte
ntDisplay.cfm&ContentlD=48108.
222. Hausman, supra note 9.
223. Id. at 578.
224. Id. (citations omitted).
225. Id. (citations omitted).
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ON

LAWYERS AND LAW STUDENTS

Although law school Professional Responsibility curriculum designs
can vary in their organization and structure, it is our professional
responsibility as legal educators to stay current on all of these
developments and to find a way to communicate these current issues
effectively to our students. For a number of years, prominent legal
ethics scholars argued for broadening the context and boundaries of the
professional responsibility curriculum. 22 6 Professor Daly, for instance,
went as far as viewing "globalization as a defining characteristic of the
world order of the late twentieth and the early twenty-first centuries and
as a force majeure on the legal profession"227 and challenging the
"professional responsibility academy to explore the incipient structural
transformations that are taking place on a macro level and to
reconfigure the classic curriculum to acknowledge the ethical
implications of the globalization of the legal profession."2 2 8 No matter
how broadly one views the implications of these developments on the
profession as a whole, legal educators and practitioners are not in a
position to ignore them.
A. The Needfor Awareness
The only way to eliminate or at least calm the uneasiness and fears
that many lawyers face daily when dealing with technological advances
in their law practice is through education. "It is up to [the] future
generations of attorneys . . . to fully adapt and become competent with

any improvements in technology that occur to better represent their
clients."229 Arguably, however, not everyone is troubled by such fears
as many are simply unaware of the potential consequences of using
technology in law practice and how it can impact their clients' privacy
and confidentiality, as well as expose themselves to malpractice
liability, grievance claims and various other accusations. Hopefully, the
expression "ignorance is a blessing" will never go along with the legal
profession and its members. Thus, it is critical to tackle these challenges
226. See Mary C. Daly, The Ethical Implications of the Globalization of the Legal
Profession: A Challenge to the Teaching of Professional Responsibility in the Twenty-First
Century, 21 FORDHAM INT'L L.J. 1239 (1997) (advocating the need for "global" professional
responsibility education in law schools); Laurel S. Terry, A "How To " Guide for Incorporating
Global and Comparative Perspectives into the RequiredProfessionalResponsibility Course, 51
ST. Louis U. L.J. 1135 (2007) (providing reasons for teaching global ethics in professional
responsibility).
227. Daly, supranote 226, at 1240 (citation omitted).
228. Id.at 1241.
229. Gering, supra note 63, at 317.
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early on and make sure that the profession, as well as its junior
members, namely law students, are made aware of these changes and,
most importantly, the impact they may have on the ethical practice of
law.230
In fact, "[s]tudents are always at the forefront of any improvements
with technology," 231 and law students are not an exception. They are
relentlessly connected, taking notes, listening to music, watching
movies and television, and blogging "all from their computer or smart
devices which are constantly in tow." 232 Today, technology is more than
efficiency. It is now a part of the legal profession's skeleton (i.e., what a
lawyer, should, must, can, and cannot do in order to fulfill her main goal
of providing zealous representation233 to her clients). All members of
the profession, including law students, have to be made aware of their
new duties and responsibilities in the novel digital environment.234
B. A Callfor ProfessionalResponsibility
According to one survey, "[a]lthough most students report that their
school emphasizes ethics, only half of students feel that law school has
prepared them well to deal with ethical dilemmas in practice and even
fewer feel that they had help in developing a personal code of values
and ethics." 235 Over time, many ethics scholars and law professors have
complained that law schools "relegate the subject to a single required
course, which focuses on the rules of professional conduct that are
tested on the bar's multiple choice exam." 236 However, there are
230. See Terry et al., supra note 117 (discussing the who, what, why of lawyer regulation
and the impacts of changing technology and globalization on those regulations and regulators).
231. Gering, supra note 63, at 317.
232. Id. "Legal education is certainly as subject as any other institution to the phenomenon
of change, but in our world there is always reason to wonder how much choice we actually can
exercise over its direction. Law schools are in desperate need of a less monolithic structure." Id.
(quotations omitted).
233.

MODEL RULES OF PROF'L CONDUCT R. 1.3, cmt. 1. "A lawyer must also act with

commitment and dedication to the interests of the client and with zeal in advocacy upon the
client's behalf." Id.
234. See Natalie E. Norfus, Note: Assessing the Recent Revisions to Model Rule 8.5: How
do the Changes Affect US. Attorney's PracticingAbroad, Specifically Those Practicing in
Japan?,36 GEO. WASH. INT'L L. REv. 623 (2004) (providing an interesting perspective on why
it is important to educate lawyers and law students on the current changes and how it could
possibly tie into furthering law student's professional responsibility education).
235. Deborah L. Rhode, Symposium: The Lawyer of The Future: Legal Education:
Rethinking the Problem, Reimaging the Reforms, 40 PEPP. L. REV. 437, 450 (2013) (citing LAW
SCH. SURVEY OF STUDENT ENGAGEMENT, STUDENT ENGAGEMENT IN LAW SCHOOLS: IN CLASS

AND BEYOND 7-9, 14-15 (2010)), available at http://lssse.iub.edu/pdf/2010/2010_
LSSSE AnnualSurvey Results.pdf.
236. Id. at 448-50 (arguing the traditional approach to law school is insufficient to
practical skills and discusses the problems with legal education and the failure to foster the
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problems with legal education involving the "values it fosters, or fails to
foster, concerning professional responsibility and professional
identity." 237 Today, the challenge is beyond even this scope. As law
professors, we are training our students to practice law in an ethical
manner when they graduate and it is our responsibility to alert them to
what this "ethical manner" actually means in the twenty-first century.
V. CONCLUSION
This Article addresses the tremendous impact that new advances in
technology, leading to globalization and outsourcing, among others
changes, has made on the legal profession as a whole and how these
ongoing developments should not be ignored. Delegated by the ABA,
Ethics 20/20 Commission put forth a substantial effort to educate and
guide lawyers about potential ethical issues of which they need to be
aware of and be prepared to face in light of these new challenges in the
digital age. To that end, the Commission adopted specific revisions to
the Rules of Professional Conduct and applicable Comments. It also
provided specific examples238 and solutions 2 39 on how to be proactive
and equip one's self and one's law practice to continue to zealously
represent and protect clients, as well as protect oneself from exposure
and liability. The responsibility is now transferred to us, legal educators,
to prepare our students to face various new ethical issues upon
graduation. Ultimately, law professors specializing in legal ethics and
professional responsibility are urged to not merely inform their students
about these issues, but rather to center their teaching around these new
technological developments in the legal profession because of the need
values concerning professional responsibility); Miriam R. Albert & Jennifer A. Gundlach,
Bridging the Gap: How Introducing Ethical Skills Exercises Will Enrich Learning in First-Year
Courses, 5 DREXEL L. REV. 165, 169 (2012) ("With this increasing pressure on law schools to
prepare students to be ethical, competent practitioners, law schools must rise to the challenge of
introducing a broad range of practical skills and ethical values across the curriculum and
throughout the three years of law school. It is no longer reasonable that a single, required course
in professional responsibility will somehow suffice to instill the long-lasting and deep values in
legal ethics expected by both the members of our profession, clients, and the American
public."). See also Christina Parajon Skinner, The Unprofessional Sides of Social Media and
Social Networking: How CurrentStandardsFallShort, 63 S.C. L. REV. 241, 247 (2011) (noting
a "survey of law school courses on professionalism suggests that many focus on ethical issues
and few exclusively treat the softer notions of conduct, decorum, and etiquette."); Steven H.
Hobbs, Hitting the Sweet Spot: Finding the Center in Teaching Professional Responsibility, 51
ST. Louis U. L.J. 1269 (2007) (discussing how professional responsibility courses need to go
beyond the rules and engage students in a meaningful learning experience).
237. Rhode, supra note 235, at 450.
238. See Introduction and Overview, supra note 8.
239. See id.
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graduates will have to navigate when they join the profession. We have

to act today!2 40

240. Jacobson & Ray, supra note 92, at 125 (explaining that attorneys have to be prepared
to manage various issues resulting from the use of technology and "if not to anticipate specific
technological rules, then to match the experience and expectations" of their technologicallyadvanced "clients, associates, or staff.").
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